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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20


[image: image1.wmf]Answer all QUESTIONS.
	
	
	BCLL
	CO(s)
	Marks

	1
	Explain cyber warfare.
	L2
	CO1
	[2M]

	2
	What is cyber forensics?
	L1
	CO2
	[2M]

	3
	How to secure a wireless network.
	L5
	CO3
	[2M]

	4
	What is an e-contract?
	L1
	CO4
	[2M]

	5
	Explain ransom ware attacks.
	L2
	CO5
	[2M]

	6
	List the remarkable features of Information Technology act 2000 in India.
	L3
	CO6
	[2M]

	7
	Explain about phishing.
	L2
	CO1
	[2M]

	8
	Explain various attacks on the wireless network.
	L2
	CO3
	[2M]

	9
	What are the positive aspects of the ITA 2000?
	L1
	CO6
	[2M]

	10
	Explain information security objectives.
	L2
	CO1
	[2M]








           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain in detail about taxonomy of various attacks.
	L2
	CO1
	[5M]

	
	b)
	What is spoofing? Write a short note on IP spoofing.
	L1
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	What is the need of computer forensics and how it plays an important role in evidence collection?
	L1
	CO2
	[5M]

	
	b)
	Explain forensics analysis of an E-mail with an example.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Describe all the attacks on mobile phones.
	L3
	CO3
	[5M]

	
	b)
	What are the organizational measurements for safe handling the mobile phones?
	L1
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Explain in detail about security and privacy in social media marketing.
	L2
	CO4
	[5M]

	
	b)
	Write the differences between hackers and cyber criminals. 
	L3
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Explain in detail about data privacy and attacks on data.
	L2
	CO5
	[5M]

	
	b)
	What are the different privacy policies and explain their specifications.
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Explain in detail about national security policy.
	L2
	CO6
	[5M]

	
	b)
	Describe different challenges and constraints that are facing with internet governance?
	L3
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Explain the different types of cyber threats?
	L2
	CO1
	[4M]

	
	b)
	What are special techniques for involved in forensics auditing?
	L1
	CO2
	[3M]

	
	c)
	What are the security policies follow in mobile computing.
	L1
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Explain the web threats for an organization. 
	L2
	CO4
	[4M]

	
	b)
	Describe the privacy and policies in making the different languages for an application.
	L3
	CO5
	[3M]

	
	c)
	Describe the role of electronic evidence in forensics.
	L3
	CO6
	[3M]
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